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Who we are - Trend Micro™ Breach Assessment Service.

Trend Micro™ Breach Assessment is a highly specialized Cyber Risk Assessment Service. It combines comprehensive
networking monitoring, state-of-the-art threat hunting expertise, digital forensics and further professional advice to
support your business continuity strategy and to help boost your future security posture.

Get actionable insights into data breaches.

You know or suspect you have been breached but you do not have the means to verify if your assets are under
threat? Trend Micro™ Breach Assessment services help you understand the risk your company may still be exposed
to following an actual cyber-attack or in suspected breaches - fast, comprehensive and fully confidential.

We identify past and current threat actor behavior in your IT environment to ensure the confidentiality and integrity
of your data infrastructure. Our findings will give you 360° visibility on your current network traffic and help identify
potentially infected hosts and systems as the source of malicious network traffic. This will help boost your cyber
defenses both on the spot and in the long run against future cyber threats.

Breach Assessments as a comprehensive service.

In the initial scoping call of your Breach Assessment, you will be connected to an Incident Response Coordinator and
Analyst who will be your partners during the engagement. At first, we will need to gain insight into the network flows
and traffic as soon as possible. To do so, Trend Micro will ship (or deploy a virtual) Deep Discovery Inspector device,
our trusted Breach Detection System, to analyze your network traffic from a core switch, central internet breakout or
a similar location in your network.

A typical Breach Assessment is a five or ten day collaboration (longer duration available upon request) between
Trend Micro, you and third parties, to gain insight into the status quo and integrity of your entire IT infrastructure and
network flows:
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The Trend Micro™ Breach Assessment Report.

Our official and standardized Breach Assessment Report provides you with full documentation of your investigation.
This report typically covers the following points and findings regarding suspected breaches or post-attack analysis:

Network Visibility: Comprehensive intelligence about your current network traffic and
potentially ongoing malicious connections.

Post-Attack: Information on Point of Entry, Infection Timeline, CVEs and further information
to support your recovery.

Forensics: Analysis of individual hosts is optionally available to further boost network visibility
or the safety of backup systems for your recovery.

Recommendations: Professional advice on how to prevent future attacks by boosting your
security posture.
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What is your benefit from Trend Micro Breach Assessment Services?

. Risk Assessment: Understand the specific threat scenario your company is exposed to now and
in the future.

+  Documentation: Structure your internal & external communication with IT and insurance
partners using our reports and findings.

+  Customer Success: Elaborate your business continuity strategy based on our reports.

+  Future Shield: Understand your weak spots before others do, harden your systems, develop
your cyber defenses.

+  Technical Expertise: Let your IT department grow by building up CSIRT capabilities.
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How to contact us & do you have to be a Trend customer?
Breach Assessment services are brought to you by the Trend Micro™ Incident Response IR-EU Team. We are driven
by customer success; the goal of Trend Micro™ Breach Assessments is therefore to help companies assess the risk

following an actual attack or when you need to assess your current security posture to avoid an attack.

The length of our engagements varies from a minimum of five days to ten days or longer. Trend Micro™ Incident
Response is available 365 days a year, 7 days a week, 24 hours a day for existing and future customers.

Please contact us via breach_assessment@trendmicro.com.
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